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ABSTRACT 
 
Wireless network grows very fast; the flawed security of most of those networks becomes 
more apparent. People are extremely adopting to use wireless network to access Internet. The 
last ten years have seen an explosion in the use of wireless technology. The wireless network 
medium has become target to the attackers. This study will focus on jamming attack and the 
case study has been done at Kolej Komuniti Masjid Tanah (KKMT). This study will involve 
two important phases which are investigation and implementation phase. The investigation 
phase is the process of getting information from previous research to get an overview about 
the scope of the study. The simulation of the wireless network using Opnet Modeler has been 
done during implementation phase. The simulation is to get the result of the affected 
parameters that have been choosing in investigation phase. The results generated from the 
simulation process has analyze four parameters affected and can be used to detect jamming 
attack at KKMT are network load, delay, throughput and error rate.  
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ABSTRAK 
 
Teknologi rangkaian tanpa wayar yang berkembang dengan pesat secara tidak langsung 
menyebabkan kelemahan keselamatan rangkaian tanpa wayar agak ketara. Rangkaian tanpa 
wayar juga menjadi satu keperluan yang sangat penting bagi masyarakat bagi mengakses 
internet. Teknologi rangkaian tanpa wayar telah mula popular dan berkembang pesat sejak 
sepuluh tahun yang lalu. Keadaan ini secara tidak langsung menjadikan rangkaian tanpa 
wayar menjadi sasaran kepada penyerang. Kajian ini akan memberi tumpuan kepada 
serangan ‘jammimg’ dan kajian kes telah dijalankan berdasarkan persekitaran rangkaian di 
Kolej Komuniti Masjid Tanah (KKMT). Kajian ini akan melibatkan dua fasa penting iaitu 
penyelidikan dan fasa pelaksanaan. Fasa penyelidikan adalah proses mencari maklumat 
megenai bidang kajian melaui kajian yang lalu untuk mendapat gambaran dan maklumat 
tentang skop kajian. Simulasi rangkaian tanpa wayar menggunakan Opnet Modeler telah 
dilakukan semasa fasa pelaksanaan. Simulasi ini adalah untuk mendapatkan hasil daripada 
parameter yang terlibat yang telah dipilih sewaktu fasa penyelidikan. Keputusan yang 
diperolehi daripada proses simulasi yang telah menunjukkan empat parameter terjejas dan 
boleh digunakan untuk mengesan serangan ‘jamming’ di KKMT adalah ‘network load’, 
‘delay’, ‘throughput’ dan ‘error rate’.  
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CHAPTER 1 
 
 
INTRODUCTION 
 
1.1 Introduction 
 
Wireless network transmission process is through the air, this situation increase the 
possibilities of attack are more high in wireless network compare to wired network. The 
communication through wireless network also has a high risk of being interrupted by the 
attackers in the signal range. The interceptions of wireless network are difficult to detect, this 
resulted to the high cases of sniffing activities by attacker and the owner or the network 
administrator are not aware of attackers activities.  The low security of Wired Equivalent 
Privacy (WEP) encryption makes it easy to crack. There are thousands of software available to 
crack WEP keys. The very challenging issue is how the hacker can find the access point key 
and share the bandwidth. 
The main security issue should cover by wireless network is by defending the network 
from unauthorized access and eavesdropping by increasing the confidentiality (Lashkari, 
Mohammad, et al. 2009) . Besides that, the integrity of the data needs to be protected from the 
man in the middle attack. The security issues that always being discussed regarding wireless 
network are: 
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i. Access: this issue referred to the access control using wireless security protocols such 
as WPA/WPA2. This is to make sure only authorized user can access to wireless 
network. The improper access control will encourage the attack from the surrounding 
area. 
ii. Privacy: the attackers can sniff the data transfer or communication during the 
transmission process. There are very important to ensure that the wireless emvironment 
is safe from the sniffing activities.  
 
Wireless network is exposed to jamming attacks. Jamming is defined as the emission 
of radio signals aiming at disturbing the transceivers’ operation. The objective of a jamming 
attack is to interfere with legitimate wireless communications. The goals are either preventing 
a real traffic source from sending out a packet, or by preventing the reception of legitimate 
packets. The jamming attack is one of the security threats that can lead to great damage in the 
real world. Jamming is one of DoS attacks which is used in wireless networks, where an 
attacker is respects the medium access control (MAC) protocol and transmits on the shared 
channel either continuously or periodically to target all or some communication respectively.  
 
The most efficient and easy way to interfere the communication of two parties by using 
jamming method (Wang & Wyglinski 2011). Continuous jamming has been used as a denial-
of-service (DoS) attack against voice communication since the 1940s (Divya & Gosul 2012).  
All wireless networks, regardless of security features, are prone to this type of attack. Radio 
frequency jamming may have been first used in World War II. False instructions would be 
broadcast to enemy pilots to confuse them. 
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 Nowadays, internet is like a heart of a life. Everything in this world need to the internet 
access. Many activities would be stuck if there are no internet accesses. There are variety of 
activities that rely on internet connection.  
 
There are different methods use to connect to the internet either using cable, DSL or 
wireless devices. The configurations of wireless devices are simpler and easy compare to the 
wired services. The importance’s of the internet at the same time increase the risk to the user. 
The secret informations can easily being stealing by the irresponsible person. These risks are 
not taking seriously by certain internet user.  
 
Wireless networks are not having any fixed infrastructure so that any number of hosts 
can enter and leave the network at anytime(Dorus 2013). The mobility of wireless network 
makes it more popular compare to wired network. Wireless network also increase the business 
productivity. The use of wireless network will decrease the network installation cost. 
 
The IEEE 802.11 wireless Ethernet standard has solved the big issues of single-vendor 
proprietary problem in 1997, where the product of different vendors cannot communicate with 
each other. The standards permit the communication between different wireless products from 
different vendors (Shukla et al. 2010). 802.11a, b and g is the well known and most commonly 
use standards (Ali et al. 2011). 802.11a is an extension to 802.11 that applies to wireless LANs 
and provides up to 54-Mbps in the 5GHz band. 802.11a uses OFDM (Orthogonal Frequency 
Division Multiplexing), where it will not face any problem in performing multitasking job at 
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once although during crowded time. 802.11b (also referred to as 802.11 High Rate or Wi-Fi) is 
an extension to 802.11 that applies to wireless LANS and provides 11 Mbps transmission in 
the 2.4 GHz band. 802.11b has the straight addition of modulation technology same as in 
802.11.Mostly 802.11b suffered from the intrusion of other products. 802.11g applies to 
wireless LANs and is used for transmission over short distances at up to 54-Mbps in the 2.4 
GHz bands. 802.11g was authorized in 2003 as a third modulation device with 2.4 GHz band. 
It provide maximum data rate with 54Mbit/s at physical layer. The hardware of 802.11g is 
totally compatible with 802.11b. 802.11n recognized in 2009 as a final endorsement in 802.11 
Standards family. All type of enterprises was previously transferred to 802.11n networks. 
These all enterprises based on Wi-Fi Alliance's. Wi-Fi is a certified product for 802.11n 
application to make 802.11 standard families more useful and compatible to new era because 
Wi-Fi fulfill the requirements of new era where no need to spend time for the arrangement of 
wires or cables and so on. 
 
1.2 Background of the Study 
 
Current wireless network is vulnerable to many attacks, hackers can break wireless 
network security protocols and access protected wireless without owner’s knowledge. 
Wireless networks make use of shared transmission medium; therefore, they are open to 
several malicious attacks. Since a large number of people had been adopted extremely using 
Internet through wireless connection, security is one of the notable problems.  
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Jamming attack is one of the wireless attacks that can disrupt wireless communication 
by generating high-power noise across the entire bandwidth near the transmitting and 
receiving nodes. Jamming attack can drastically reduce the wireless network performance.  
 
Kolej Komuniti Masjid Tanah (KKMT) is one of the education centers that provided 
with wireless connection environment. Wireless network nodes transmit data packets in 
different channels. Channels in WLAN technologies are defined as frequencies, and it has risk 
to malicious jamming attack. There are many effects and defense strategy has been study to 
overcome jamming attack. However, each method is suitable for only a limited range of 
network(Li et al. 2012). Therefore, the proper technique to detect jamming attack for KKMT 
needs to be study in order to protect the wireless environment from jamming attack. 
 
1.3 Problem Statement 
 
The medium of wireless networks make it easy to be attack (Pelechrinis et al. 2011). 
There are many parameters used to identify the performance of wireless network. Stated in 
(Sufyan et al. 2013) that the detection of jamming attack base on single parameter is not 
accurate. Therefore, the suitable parameters that suite with KKMT wireless network 
environment need to be define 
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1.4 Research Questions 
 
Based on the background of the study and the problem statement, the research 
questions in this study are as follows: 
 
i. How to identify jamming attack? 
ii. What are the affect of jamming attack to KKMT wireless network? 
 
1.5 Research Objective 
 
i. To study jamming attack categories.  
ii. To identify and select the parameter to detect jamming attack. 
iii. To analyze the affects of jamming attack to KKMT wireless network. 
 
1.6 Research Scope 
 
The study will focus on KKMT wireless network as case study. Wireless network are 
susceptible to malicious jamming attack. Jamming attack can disrupt the wireless network and 
it will reduce the work effectiveness among staffs and students.  
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1.7 Importance of the Study 
 
At the present time there are so many attacks against wireless network including 
KKMT. The jamming attack is one of the vulnerabilities that will disrupt the network. 
Identifying the suitable parameter in detecting jamming attack will help increasing the KKMT 
network performance. 
 
1.8 Organization of the Thesis 
 
This study provides six chapters of the project report. The report structure is as 
follows: 
 
1.8.1 Chapter 1: Introduction 
 
Chapter 1 is the introduction part of this study. The background of study is briefly 
explained in this chapter followed by problem statement, research question, research 
objectives, research scope and importance of the study.  
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1.8.2 Chapter 2: Literature Review 
 
Chapter 2 contains the literature review part. In this chapter, the related study to 
jamming attack will be explained in more details. The in depth study on parameters regarding 
jamming attack base on previous research will be held in this chapter.  All references such as 
books, journals and papers that are related in getting information regarding this research will 
be use.  
 
1.8.3 Chapter 3: Research Methodology 
 
Chapter 3 is the methodology of this study. This chapter discussed about the 
methodology that have been chose to achieve the research objectives. The flow of the process 
in completing the project will discuss in details. The research design is important in order to 
ensure the successful of the project implementation. 
 
1.8.4 Chapter 4: Implementation 
 
Chapter 4 is about implementation where the focus in on the process of completing the 
project simulation until the result is successfully generated. In this chapter the actual 
implementation of the research method will discuss to get the needed result. The step by step 
of the implementation will be included. 
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1.8.5 Chapter 5: Result and Discussion 
 
Chapter 5 is describing about result from the simulation phase in chapter 4. The output 
generated will be analyze and discuss for the process of verification and validation for all the 
data in the previous chapter. 
 
1.8.6 Chapter 6: Conclusion 
 
Chapter 6 will be the conclusion of this study. This section will provide a conclusion 
and summarize all the content of this report and also provides some suggestion and 
recommendation for future work. 
 
 
1.9   Summary  
This chapter provides the whole overview of the project. The background of study, 
problem statement, research question, research objectives, research scope and Importance of 
the study are stated. In the next chapter, the literature review related to wireless network and 
jamming attack will be explained in details. 
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 CHAPTER 2 
 
LITERATURE REVIEW 
2.1  Introduction 
 
This chapter covers several literature reviews about wireless local area network 
(WLAN) security and jamming methods issues. The literature search is a very significant step 
in the research process. (Liu & Houdek 2006) stated that many people out there face the same 
problem. The literature review gives the overall understanding regarding the topic of the 
research base on the previous studies that have been made. This chapter is very important in 
order to make sure there are no similarity in the research topic and at the same time to develop 
a better understanding about the research scope.  
 
2.2  Wireless History 
 
More than 100 years ago, an Italian physicist and inventor name Guglielmo Marconi 
(Raychaudhuri & Mandayam 2012) was the first person to successfully transmit information 
over radio waves. Since that, wireless technology has gone through the revolution in line with 
computer technology revolution. Table 1 below shows a timeline for wireless technology 
evolution (Technologies 2003): 
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